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Abstract— This essay provides an overview of a practical issue facing modern cyberspace: cyberattacks and defense. The objects used
for cyberattacks are described at the beginning of the study, along with the ways in which they might be disseminated, including secondary
memory, email attachments, instant messages, and malicious bots. The use of mathematical modeling and simulation to address the issue is
described in this work along with a thorough assessment of the literature. In order to identify research needs, cyber defense architecture and
potential components of a cyber defense model are also examined. This report concludes by identifying certain gaps and potential solutions.

Index Terms—Virus, worms, differential equation, instance messaging, FTP, E-mail, cyber-hardening

INTRODUCTION

The way data is moved and information is exchanged has drastically changed in the last three decades due
to the development of Internet/Network technology. Internet technology has expanded over time in
tandem with technological advancements and demands, providing a wide range of features. The
development of Internet technology has created significant obstacles, such as the need for an appropriate
cyber security system to protect the sensitive data held on the system. In order to achieve this, it is
suggested to research and comprehend the different malicious objects and create a mathematical model to
depict their actions [1], [2]. First, we studied how harmful objects like viruses, worms, Trojan horses,
bots, and others replicate and spread themselves [1], [2].

I. MATHEMATICAL MODELING
Modeling can be summed up as "the study of a system before actually it is built and implemented."
Sometimes the enormous expense and time required to implement a system or real-world issue in the real
environment make it impractical. Therefore, it is preferable to construct a model or prototype and analyze
the system's behavior. In addition to being a replacement for the real system, a model also simplifies it

[31, [4].

A. A Few Illustrations of Various Models

Physical Model: These are based on analogies between electrical, mechanical, or hydraulic systems.
Mathematical Model: Systems such as the supply and demand system that can be expressed as
mathematical equations

Physical Static Model: Unlike the water-tank model, these physical models do not alter their behavior
over time.

Physical Dynamic Model: These physical models, such as spring suspension systems or comparable
electric systems, alter their behavior over time.

Mathematical Static Model: When a system is in an equilibrium state, such as a demand-supply system,
these mathematical models provide a mathematical equation.

Mathematical Dynamic Model: These mathematical models permit system characteristics to change as a
function of time, such as oscillatory motion.

Small static mathematical models that can be resolved using conventional mathematics are known as
mathematical static analytical models.

Mathematical Static Numerical Model: Simulation can be used to solve these intricate static mathematical
models.
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Mathematical Dynamic Analytical Model: Traditional mathematics can be used to solve these small
dynamic mathematical models.
Mathematical Dynamic Numerical Model: Simulation can be used to solve these intricate dynamic
mathematical models.

Physxal Model

Matheratical Model
i [ o]
A
Dynamic

| Nomerical || Analtical || Numerical |

Fig. 1. Mathematical models

II.  PRINCIPLE OF MODELING WITH RESPECT TO CYBER DEFENSE SYSTEM
The biggest issue facing the modern world is cyberattacks. Understanding how harmful things behave is
essential to solving this issue. Mathematical modeling can be crucial in this regard. It can assist in fixing
the harmful object's potential parameters, which are crucial for determining how the malicious object can
spread over the Internet. However, this mathematical modeling aids in the construction of the cyber
protection system in the following cases [5,6]: Why? Cyber defense is caused by a variety of dangerous
items, such as viruses, worms, Trojan horses, spam, etc., as well as specific technologies, such as P2P,
instant messaging, bots, phishing, etc., that are abused for fraudulent purposes. We need to understand
how these dangerous objects behave in order to defend against them, and modeling is the only way to do
SO.
Locate? We must be aware of any harmful objects or data that could cause our system to act strangely
based on the network traffic that enters our system. The data's length, type, source, and methodology
etc.).
Secondary memory (CD-ROM, hard drive, and floppy)
Email with attachments. Instant messaging, including chat, text messaging, and FTP. Programs for
malicious bots [4]. can impact our system, among other things to be aware of. Given? the things that we
are aware of and can be examined to forecast their future developments. results of the pertinent data,
including time stamps, TCP dumps from certain ports, data accumulation times, etc.
Presume? We must make certain important assumptions, such as the duration of the data, the time it takes
to aggregate the data, the time it takes to aggregate the connections, the number of connections the data
will be collected, etc. It is also necessary to determine the conditions under which assumptions can be
used.
How? The physical principles that underpin the model include fuzzy logics, intelligent approaches,
data/text mining, uncertainty principles, etc. Additionally, how should we search for the model—isolated,
laired, spread, etc.?
Make a prediction? The malicious objects should be predicted by the model. Mathematical equations, the
necessary computations, and the information's current state can all be used to describe it.
Is it valid? To assess the model's validity and consistency with regard to its underlying assumptions and
principles, a number of tests must be conducted.
Verified? Tests must be found and run to determine whether the model is verified, which indicates that
the predictions are accurate. In terms of the original motivations behind it, it is beneficial.
Get better? Simulated results assist in identifying factors that should be included, assumptions that may
be lifted to improve the model, and parameter values that are not sufficiently known. Put into practice the
"model-validate-verify-improve-predicate" iterative loop.
Utilize? What additional exercises can we find and incorporate to make the security model more flexible?
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Fig. 2. Mathematical modeling process

III. MALICIOUS OBJECTS AND DEFENSE
The current Internet system, which had more than 233 million machines as of January 2004 [3], is
vulnerable to threats from a variety of malicious items. These objects can be worms, viruses, Trojan
horses, spam, etc., and  they can  propagate over the  Internet  through

The computer attacks are completely random. The precise moment of the next computer attack is
unknown to us. However, we can determine the likelihood of an attack at a given moment in time using
simulation's probability ideas.
The set of numbers P(xi) is referred to as a probability mass function if the stochastic variable (Time of
attack) can take I distinct values, xi (i = 1, 2,..., I), and the probability of the value xi being selected is
P(xi). Given that one of the values must be entered into the variable, it follows that
1
P(X,)=1
=
Probability mass function can be defined as
P ()Cj ) = n,—/ N
where N= total number of attacks and n; number of attacks from a specified source.

A cumulative distributed function can also be found which gives the probability of stochastic attacks’ being less than or
equal to a given value. Different measures of probability functions can be used for the study of the stochastic system such as
mean, mode, median, Standard deviation, etc. Models characteristic equations can be of two types — Linear and non-Linear.
Non-linear system can be represented by Partial Differential Equations (PDE). Consider that malicious object has
propagation property P, depends upon various other factors like- A, B, C ...etc. It can be represented as

P=f(4, B, C..).
The velocity can be represented as
OP/ot = 0f (4, B, C,...)/ot.
and the acceleration rate can be represented as
0°P/oF = 0*f(4,B,C,...)/0F.

Once the simulated results obtained by the use of certain approximation techniques mentioned below can be used for
complementing the data generated by simulation as well as validation:-

Taylor series expansion: Any function that has derivatives can be expanded by Taylor’s Formula, The value of the
independent variable, x, in a region near x = a, a function f(x) can be approximated by the polynomial

F(x) = fla) +f(a)(x-a) + (" (@)/2]) *(x-a)’ +....+ (" (a)/al)*(x-a)".

Finite difference approximation methods: This method transforms a partial deferential equation over small intervals. This
is of two types-

Forward difference Approximation: It calculates the function gradient at various points by the formula:

1) = (fcie1) — f(x))/ Ax
Backward difference approximation: It also calculates the function gradient at various points by the formula:
S () = (fxi) = fxir))/ Ax

Higher order derivatives: These can be calculated to describe the various important points in the distribution by the

following formula-
1=y
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Some regression tests such as Polynomial regression tests can also be used to validate the model. It finds that the values
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can be fitted into a polynomial or not.
Once the characteristic equation is derived then results can be empirically/analytically validated on the basis of available

standard mathematical hypothesis. The first thing for mathematical model validation is the dimensional homogeneity, which
requires that each term has the same net dimensions [7]. Secondly, the models can be validated by checking qualitative and
limit behavior. Except these some other things can also be considered, depending on how large the errors are? What is the
accuracy and precision? Are the data fitted into the uniform curve? The data can be prepared by mean, mode, median or
standard deviation. These data can be compared easily and help us to understand the behavior of malicious objects [8].

For example some definitions of virus can be modeled as follows:
Def-1: This definition defines the simple virus which infects the existing files and makes them able to behave in the similar

way.
Let P is a set of programs, v € P, and p; € P . If v is a virus then the following equation must be true.

jg t@é )= {[ n(oltj. ), where function f'(v)and f(p ) gives the function T (v, p;, e, t, S) = 0 then program v is a virus
Now, for modeling a cyber defense system one should

know about the different components needed. Here is a good division of cyber defense components by O. Sami Saydjari in

Fig. 3.
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Fig. 3. Cyber defense system design model

These are sensors and exploitation, situation awareness, defensive mechanism, command and control, strategies and

tactics, and science and Engineering [6]. He also tried to set an analogy in between an “art of war” to technology and he
i

behavior of programs v and pigot a success in doing such thing at some extent

Def-2: This is the definition of virus in respect of a fixed time t.

IV. DISCUSSION AND SUMMARY

Although various models and solutions are provided, the
T(v, p;,e,t,S)=log

f(v.e.t,S)
f(pi.e.t,S) (D

following problems remain to be solved-
= All the characteristics of the malicious object’s propagation have to be represented in the form of mathematical

equations so that it gives the right direction

where function

f(v,et,S)

and
f(p;,et,S) gives thel® predict the future behavior. Another thing is to implement that characteristic equation

in the existing
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behavior of program v and p; respectively at time t in the

system S at the occurrence of event e.
Now if function 7' (v, p, ,e,t,S) = 0 then program v is a virus otherwise not.

Def-3: This is the definition of virus in respect of a continuous time interval Af .

=11

T(Vap )e)ta S) = log [:[()f (V’e’t’ S)dt

environment (Existing Intranet and Internet), so to make a realistic model such that it can be implemented in real time
environment without much change.

= Once a model is provided then its accuracy can be analyzed and improved on the basis of simulated results. This
accuracy helps to protect the system by attack of malicious object. Like Code Red worms have been modeled with high
accuracy and now it can be controlled
easily [10], [11].Most of the models are with certain accuracy limits but still there is scope to improve them. So we will
target our goals to improve these models.

= Most of the malicious objects having lot of characteristics, which is to be determined and because of
i t=T1

If (pi.e,t,S)dt 1=42)

this there is increase in the behavioral complexity [13]. We need to generalize each characteristic and narrow down the
characteristic domain.

= Most of the cyber defense systems, when implemented create overheads like- slow down the existing system
performance,” increase the packet length or take more

where function

t=t0

fv,et,S)
and
time for comparison etc. So it is needed to provide such a cyber defense system, which does not create much

=11
Jt:‘t 0
f(p,,e,t,S) gives the behavior of program v and p;more extra overheads. Both the defensive systems (after attack
recovery, and before attack) should be predictable

respectively in the time interval Af =T1 —T¢ in the system S at the occurrence of event

e. Now ifenough on the basis of mathematical modeling with high accuracy. .

= In cyber defense it is difficult to trace the attacker due to lower education and awareness [15], [16]. Only few
countries have some inadequate policies, and education and awareness system. So, to restrict such type of
malicious activities, our society needs to devise a proper set of policies.
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